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An overview of one of the
frendiest loT technologies EBEl \c

If you are into connected
devices, you may have heard
of LoRaWWAN more than once
by now. ltis a long range
radio frequency protocol that /7
allows things to connect to
the internet over a long range
with low power consumption.
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HIS HAS SOLVED

a big problem in the In-
ternet of Things ecosys-
tem presently. With long
battery life of up to b
years combined with re-
duced maintenance cost

of the sensor network, Lo-
RaWAN is bringing forward
all kinds of new use-cases.
In a nutshell this is what
LoRaWAN brings and in this
article we will look into the
architecture, key character-
istics of the core technology
and the new emerging use-
cases where it is being used.
The beauty of this technol-
ogy is that it is based on an
open standard. It uses the

unlicensed spectrum as part
of the ISM (Industrial, Sci-
entific and Medical) radio
band. Across the Europe,
LoRaWAN uses 868Mhz
plan, whereas in the US it is
9156Mhz plan. Using the un-
licensed spectrum makes it
easy for anyone to setup their
own network and make use
of it. Many telecom opera-
tors have started to embrace
LoRaWAN as a technology
and are providing connec-
tivity along with service in
many countries around the
world. KPN, Orange, SK Tel-
ecom, Comcast and many
others are actively involved

with rolling out large scale

deployments in their area.
This makes LoRaWAN as a
technology even more inter-
esting, as it is compatible
with networks deployed by
different operators from small
to the large scale.

LoRaWAN standard is
governed by LoRa Alliance,

a group of over 500 members
that all support the protocol
and make components,
products and services related
to LoRaWAN. Companies like
Microchip, ST, Gisco, Softbank
and ARM are members.

> lora-alliance.org

LORA vs LORAWAN

Let’s start with defining LoRa: what it
is and how it differs from LoRalWVAN.

LoRa

LORA IS A WIRELESS
technology just like the more
commonly used WiFi, Blue-
tooth, LTE and Zigbee. One
technology cannot solve eve-
rything and in many cases
there are trade-offs that one
has to accept. LoRa fulfils
the need for low-cost, bat-
tery-powered devices that
need to send data over a
long distance. However,
for sending data with high
bandwidth, LoRa is not a
suitable option. LoRa is the
technology that modulates

the data you want to send,
into electromagnetic waves.
This modulation technology
of LoRa, called the Chirp
Spread Spectrum, has been
used in military and space
communication for dec-
ades already. This is due
to the long communica-
tion distance that can be
achieved and the robustness
to interference.

LoRaWAN

LORAWAN ON THE
other hand is the MAC pro-
tocol for high capacity, long

range, low power, Internet
of Things network of LoRa
nodes. It takes advantage of
the LoRa features described
above and optimizes battery
life and quality of service for
the LoRa nodes. The pro-
tocol is fully bi-directional,
which allows for reliable
message delivery (confirma-
tions). It includes definition
of end-to-end encryption for
security and data privacy,
over-the-air registration of
end nodes, and multicast
capability. The standard en-
sures interoperability of the
various LoRaWAN networks
world-wide.
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End Nodes are physical hardware devices
that contain sensing capabilities, some
computing power and a radio module for
translating the data into a radio signal.

HESE END DEVICES
can send data to the
gateway and receive
data as well. They can
achieve multiple years
of lifespan on a small-size
battery if they are put in a
deep sleep mode to optimize
energy consumption.

When an end device sends
a message to the gateway, it
is referred to as ‘Uplink’ and
when it receives a message
back from the gateway it is
called a ‘Downlink’.

Based on this, there are
three different ways of dif-
ferentiating the end devices:
Class A, Class B and Class C.

CLASS B

End nodes using Class B allow
for more downlink message
slots than for Class A. This
reduces the latency for the
messages but at the same time
make it less energy efficient.

CLASSA

CLASSC

Class A devices take up the
least energy as compared to
the other two classes. On the
downside, these can receive
a downlink only after sending
an uplink message. Class

A devices are suitable for
sending data on a time-based
interval (for example every
15 minutes) or for devices
that send data event-driven
(when the temperature gets
above 21 degrees or below
19 degrees).

Lastly, Class C have
continuous receive windows
that are only closed when the
device is sending an uplink
message. Due to this, it is

the least energy efficient and
in most of the cases needs

a constant power source

to operate.

LoRaWAN architecture
comprises of four main components

| 1 eno nooes

| 2 6arEway (Base stations/Routen
| 3 NETWORK SERVER

| ¢ appuicaTIoN SERVER

GATEWAYS

Gateways are also
known as modems
or an access points.
A gateway is also

a hardware device
that picks up all
LoRaWWAN messages
from the End Nodes.

These messages are then
converted to an array of

bits that can be sent via the
traditional IP networks. The
gateway is connected to the
network server to which it
transmits all the messages.
Gateways are transparent
with limited computational
power, all complexity and
intelligence is executed in
the Network Server. Based on
the usage and type, gateways
come in two types:

u INDOOR
USE GATEWAY

For instance the
Multitech Conduit,
The Things Gateway.

I] OUTDOOR
USE GATEWAY

For instance Kerlink
loT Station, LoRiX One.
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The Things Network - ==

Low Power and
Long Range lol solution °

PART# 2675813

Build you own private LoRaWAN
network for your loT applications.

= element14.com/TTN

NETWURK

SERVER

All the messages
from the gateways
are forwarded to
the Network Server.
This is where the
more complicated
processes of data
handling take

place. It is mainly
responsible for:

Routing / Forward-
ing messages to the

right application.

Selecting the best
gateway for down-
link message. This

is typically based on a Link
Quality indication, calculat-
ed from the RSSI (Received
Signal Strength Indication)
and SNR (Signal to Noise
Ratio) of packet which have
been previously received.

Decrypting mes-
sages sent from
end nodes and

encrypting messages
that are sent back to
the nodes.

APPLICATION
SERVER

Removing dupli-
cate messages if
received by multi-

ple gateways.

Gateways typi-
cally connect to
the network

server on an encrypted
Internet Protocol (IP)

link. The network usually
contains a gateway com-
missioning and supervi-
sion interface, allowing
the network provider to
manage gateways, handle
breakdown situations,
monitor alarms, etc.

The Application Server

is where the actual loT
application is — that does
something useful with the
data collected from the end
devices. Application Servers
run mostly on a private or
public cloud which interfaces
with the LoRaWAN network
server and do the application-
specific processing. The
interface with the application
server is driven by the
network server.
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LoRalVAN

BIDIRECTIONAL
COMMUNICATION

AN END DEVICE CAN
send data to the gateway
and receive it according to
the configuration. This con-
figuration can be called from
the application too.

LOCALIZATION

AN INTERESTING FEA-
ture of LoRaWAN is locali-
zation without the need of
GPS. This is especially use-
ful for tracking assets and
sensors as it is battery effi-
cient and is less expensive
to maintain than the tradi-
tional methods.

al

THE THINGS

NETWORK

LORAWAN ADAPTIVE
SCALABILITY DATA RATE
LORAWAN IS DE- A KEY FEATURE OF LO-

signed for large scale IoT de-
ployments where thousands
of devices can be connect-
ed to a modest number of
gateways. These gateways
can listen to several chan-
nels and process multiple
messages at the same time.

Another key characteristic
of LoRaWAN, is the speed
in which data can be sent.
There are different data rates
that can be used for transmit-
ting data, these data rates
are referred to as: Spreading
Factors (or SF). Slower trans-
missions allow for longer and
more reliable range.

As an example, think about
trying to have a conversation
with someone who’s standing
very close to you. You can
speak quite fast and the other
person is still able to hear
everything you say. When you
try to have a conversation
with someone that’s standing
far away, you have to speak
much slower to make
yourself understood. This
principle is embedded in the
LoRaWAN protocol.

RaWAN is that the network
can automatically optimize
the speed in which the de-
vice sends its data. This func-
tionality is called Adaptive
Data Rate (or ADR) and is
essential for increasing the
capacity of a LoRaWAN net-
work. ADR allows us to eas-
ily scale the network, simply
by adding an extra gateway.
Due to this additional gate-
way now, many end devices
will automatically change
their Spreading Factor, re-
sulting in less time on air per
device which adds more ca-
pacity to the network.

Adaptive Data Rate
(abbreviated to ADR) is a
very simple mechanism that
changes the data rate based
on simple rules:

If the strength of the radio
signal (called the link
budget) is high, the data
rate can be increased

If the link budget is low, the
data rate can be lowered.

THE THINGS NETWORK

The Things Network is a global
open crowdsourced Internet
of Things data network. There
are over 20,000 people from
over 90 countries around the
world building this global
Internet of Things data
network using LoRaWAN.

» thethingsnetwork.org

SECURITY

It is extremely important for
any LPWAN to incorporate
security. LoRaWAN utilizes
two layers of security: one for
the network and one for the
application. The network se-
curity ensures authenticity of
the end device in the network
while the application layer of
security ensures the network
operator does not have access
to the end user’s application
data. AES encryption is used
with the key exchange. Both
keys are 128 hit AES encrypt-
ed, in ECB mode.

NETWORK LAYER

The Network layer is respon-
sible for the identification of
the node. It checks whether
a message really comes
from a certain device and is
referred to as the integrity
check. It also encrypts the
MAC commands.

APPLICATION LAYER

The Application layer
is used for payload
decryption and encryption.
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FURTHER INFO

For more information and
solutions for LoRa please visit

Environmental

Industrial IoT

Wearahles

muRata

INNOVATOR IN ELECTRONICS

The MGJ2 series of
DC-DC converters is ideal
for powering ‘high side’
and ‘low side’ gate drive
circuits for IGBTs and
Mosfets in bridge circuits.

Top features

» Optimised bipolar
output voltages for
IGBT/Mosfet gate drives

+ High isolation

» Long service life and
reliability

» Reinforced insulation
to UL60950 recognised

» Operation to 100°C

NXJ1 series

Medical approved 1W
unregulated DC-DC

Top features
» Lower cost
+ 4.2kVdc isolation voltage

» Innovative embedded
transformer

= Fully automated
manufacturing

= Short circuit protected
» Surface mountable

Applications/Markets

» Isolated interfaces

= Industrial, Factory
automation, Medical

urata DC-DC power management
ur latest product offering

NXE1 series

Next generation 1W
unregulated DC-DC
Top features

+ Low profile 4.5mm
» Lower cost

» Innovative embedded
transformer

= Fully automated
manufacturing

= 3kVdc isolation voltage
» Surface mountable

Applications/Markets

» Isolated interfaces

» Industrial, Factory
automation

For more information on our products visit ‘

www.uk.farnell.com/b/murata-power-solutions
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